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1 SUMMARY

The GHHP Data and Information Management System (DIMS) is a web-based system for managing the data and
scripts used to generate the Gladstone Harbour Report Card (https://www.ghhp.org.au/). The Australian Institute
of Marine Science manages the hosting and maintenance of this system, upgrading software components as
needed and making enhancements or adjustments to the report card scripts as requested by GHHP. This project
covers one year of the on-going maintenance of this system.

2 PROJECT BACKGROUND

The Gladstone Healthy Harbour Partnership (GHHP) Data and Information Management System (DIMS) is a web-
based system that helps coordinate the submission and processing of monitoring data associated with the annual
GHHP environmental report card for the Gladstone region. This system allows groups performing the monitoring
to upload their data into the system. The system performs a range of checks on the monitoring data to ensure
consistency and compatibility with the logic of the report card scripts. The algorithms that implement the logic of
the report card are implemented as a range of R scripts. The DIMS system allows the GHHP science team to run
these scripts on the monitoring data to produce a range of products (trend plots, preview of the report card
scores and prepopulated report card templates) that are used to produce the final report card.

The DIMS system was actively developed from 2014 — 2016, with further refinements and additional report card
indicators added to the R scripts from 2017 — 2020. This project covers the tasks associated with the
maintenance, support, adjustments, and necessary software upgrades of the GHHP Data and Information
Management System (DIMS) over the 2024-2025 financial year.

The source code for the DIMS system software and the scripts are stored in private repositories on GitHub at the
address: https://github.com/ghhp-dims. The server associated with the DIMS is hosted on the Amazon cloud and
managed by the Knowledge System team at AIMS.

3 PROJECT DELIVERABLES

3.1 Task 1: Project inception meeting

Completed June 2024

This meeting was conducted on 11 June 2024 with John Rolfe, Kirsten McMahon, Hannah King, Gael Lafond, and
Marc Hammerton.

3.2 Task 2: Server Administration

Completed June 2025


https://www.ghhp.org.au/
https://github.com/ghhp-dims

This task maintains the on-going robust operation of the DIMS. It includes keeping the services online, assisting
and investigating issues with uploading datasets, but also developing bug fixes for issues identified in the report
card scripts or the DIMS software. The following is a summary of these activities for the year:

3.2.1 Routine Operating System Patches
Completed June 2025

Routine Operating System security patches were applied to the server on the Monday of each week. These ensure
that all the packages on the server are up to date with the latest security patches. The automated backup system
of the server (snapshots in Amazon EC2) was tested during the year by starting one of the backup images to
ensure that they would run.

3.2.2 Add user for Tania Skewis
Completed September 2024

We added a new user for Tania to the user management system, KeyCloak.

3.2.3 Fix NextCloud role issue
Completed September 2024

An update to KeyCloak and/or NextCloud caused a desynchronisation of role information between these two

systems. This issue took time to identify since it only affected new users and users that have their roles changed.
To resolve the issue, all roles had to be deleted from NextCloud, the current role information had to be manually
re-synchronised from KeyCloak to NextCloud, and the NextCloud's Group Folder module had to be reconfigured.

3.2.4 Manage fix for missing PCIMP data in environmental script
Completed October 2024

The short report revealed missing data points for previous years for water quality data. We contacted the group
responsible for uploading the data to the DIMS and managed their re-submission to make sure the issue was
fixed.

3.2.5 Fix labels in Environment Short Report
Completed October 2024

Some captions in the short report showed the wrong year in the label. We updated the environmental script to
replace the wrong years with the actual year and deployed the changes to the production report card.

3.2.6 Upgrade Tomcat server due to CVE-2024-50379

Completed December 2024



In December 2024 the security vulnerability CVE-2024-50379 was reported and we needed to upgrade the
Tomcat server to version 10.1.34. We deployed a development server (a cloned version of the live server) and
tested the upgrade prior to deployment to the live server. The upgrade did not impact the stability of the system.

3.2.7 Upgrade Tomcat server due to CVE-2025-24813
Completed March 2025

In March 2025 the security vulnerability CVE-2025-24813 was reported and we needed to upgrade the Tomcat
server to version 10.1.39. We disconnected the live server for a short period of time from public access to reduce
the risk of a security breach. We deployed a development server (clone version of the live server) and tested the
upgrade to make sure everything continues to work as expected. Then we deployed the changes to the live server
and reconnected it to the internet for public access. The upgrade did not impact the stability of the system.

3.2.8 Upgrade Tomcat server due to CVE-202-31650
Completed May 2025

In May 2025 the security vulnerability CVE-2024-31650 was reported and we needed to upgrade the Tomcat
server to version 10.1.40. We deployed a development server (clone version of the live server) and tested the
upgrade to make sure everything continues to work as expected. Then we deployed the changes to the live
server. The upgrade did not impact the stability of the system.

3.2.9 Clarify “missing” error bars in trend plots
Completed June 2025

In June 2025 Tania Skewis asked for clarification as some trend plots generated by the DIMS seem to be missing
error bars. We investigated the issue and clarified that the error bars are not missing but hidden beneath the
visualisation for the grade (circle with grade letter). We identified that we need to provide readily available
information in the Ul as this has caused confusion in the past.

3.3 Task 3: Update Cultural Component

Completed March 2024

We updated the Social Economic Cultural scripts and the ISP Report scripts to remove the Cultural Heritage
indicator from the Cultural Component so that the Cultural Component is only assessed from the “Sense of Place”
indicator group. The changes do not affect existing report cards but will only apply to new report cards. The
update has been deployed to the production server for the report card for 2025.

3.4 Task 4: Updating the training manual and final report

Completed June 2025



There were no significant changes to the DIMS Report Card system during this project and so there were no
changes to the existing user and developer guides.

3.5 Task 5: Advice on statistical analysis

No advice was requested, and no meetings were scheduled for this item during the project period. Consequently,
no work was undertaken in this area.

4 CONCLUSIONS

The main goals of this year’s project were maintaining the server and its software systems, updating the Cultural
Component and providing advice on statistical analysis. While the advice was not requested from the client, we
successfully achieved the remaining goals without any major issues. One important point to mention is the
increasing number of critical security vulnerabilities for the server systems which need to be addressed in a
prompt manner. It emphasises the importance of regular updates and upgrades to minimise the time it takes to
react to new arising security issues.

Overall, this project was a success and reflects the good partnership between AIMS and GHHP.
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